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AVID ALLEN

‘ il e s B
A 4
Joint Audit Committee

Title: OPFCC Risk Management Monitoring

Date: March 2026

Agenda Item No:

Originating Officer: Lisa Hodgson
CC:

»\\\

Executive Summary:

The Office of the Police, Fire and Crime Commissioner (OPFCC) is responsible for
providing policing and fire services within Cumbria. This takes place in a constantly
changing and challenging environment and the OPFCC must ensure that it has robust
systems and processes in place to monitor and react appropriately to risk. The purpose of
this report is to update the committee on the OPFCC'’s risk management arrangements.

Recommendation:
That, the committee notes the report as evidence of the continuing commitment to sound
governance arrangements for corporate risk management.

1. Introduction & Background

1.1 Effective risk management is a key component of effective corporate governance.
Managing risk will contribute towards delivery of the strategic priorities. There are
potential significant consequences from not managing risk effectively.

1.2 Robust risk management helps improve decision-making and drive corporate activity
that represents value for money. Effective risk management will help protect the
reputation of the Constabulary, Cumbria Fire and Rescue Service and the Office of
the Police, Fire and Crime Commissioner, safeguard against financial loss and
minimise service disruption.

1.2 In accordance with the Office of the Police, Fire and Crime Commissioner’'s
(OPFCC) Risk Management Strategy, quarterly quality assurance checks of the
strategic and operational risk registers are completed, to ensure that risk is
effectively managed across the organisation.

1.3  The Strategic Risk Register (SRR) and the Operational Risk Register (ORR) were
presented to the OPFCC Executive Team in March 2026 for consideration. They
were provided with assurance that this function was being carried out with
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2.5

2.6

3.1

3.2
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appropriate monitoring and reaction to current and emerging risks. At this meeting
they agreed the changes detailed within the report.

Issues for Consideration

Staff are required to review their own risks and make any necessary changes and
updates on a quarterly basis. The OPFCC Executive Team subsequently consider
both the strategic and operational risk registers every quarter as part of their
meetings.  This illustrates whether the scores for the individual risks have risen,
remained the same or decreased and assists the Committee to understand how the
risks are managed.

Strategic risks are those affecting the medium to long term objectives of the OPFCC
and are the key, high level and most critical risks that the OPFCC faces. Currently
the OPFCC has four active strategic risks, one risk which no longer needs to be
escalated to the SRR and one closed risk.

The active strategic risks identified by the OPFCC are concerned with:

R1 - Strategic Finance

R4 - Fire Pensions Remedi

R5 - CFRS Reserves

R6 — Development of the Fire Estate
R7 — Devolution

The table below outlines the OPFCC’s four open strategic risks and provides the
RAG rating (Red, Amber and Green) for each risk based on the mitigated score
(RAG risk rating = impact x likelihood). In the future, the table will also provide
detail of those risks closed since the last report to the Joint Audit Committee meeting
and the rational for that decision.

As part of the OPFCC'’s oversight of itself, Cumbria Constabulary and Cumbria Fire
and Rescue Service, strategic risks for all organisations are discussed at the
relevant Executive Board meetings on a quarterly basis. This enables the
Commissioner to hold the Chief Officers to account for management of risks,
particularly where they cross over to the OPFCC; monitoring actions being taken
and progress.

Implications

Financial - the inability of the OPFCC to successfully identify and manage its
organisational and strategic risks could impact financially on not only the OPFCC but
Cumbria Constabulary, Cumbria Fire and Rescue Service and other partner
organisations which are financially dependent.

Legal - the OPFCC could face legal challenge on some areas of its business,
therefore it is essential that these are identified at an early stage and effectively
mitigated and managed.

Risk - if the OPFCC does not identify and mitigate risks then it may mean that the
OPFCC cannot carry out its statutory function efficiently and effectively.
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NOT PROTECTIVELY MARKED

OPFCC Risk Scoring Matrix

Page |9

RISK MATRIX: LIKELIHOOD
Likelihood Description of likelihood over the next 4 years

Score
5 Very High Will undoubtedly happen, possibly frequently (90% probability)
4 High Will probably happen, but not a persistent issue (65% - 90% probability)
3 Medium May happen occasionally (20% - 65% probability)
2 Low Not expected to happen, but is possible (5% - 20% probability)
1 Very Low Very unlikely to happen (less than 5%) over 100 years
RISK MATRIX: IMPACT

IMPACT
SCORE

IMPACT
SERVICE

OBJECTIVES

FINANCIAL
IMPACT

IMPACT ON PEOPLE

DURATION
OF IMPACT

IMPACT
REPUTATION

Unable to function or|Severe financial | Internally — wholesale or|In excess of 1|Severe damage to
5 Very fulfil obligations —|impact part resignation; unable|year to [ reputation
High total failure of at|[(Above £5m /|to staff OPFCC recover Sustained and
least 2 areas of|budget Externally - service|pre- event | prolonged national
activity implications) provision withdrawn or|position media interest
unable to fund. Legal implications
PCC resignation
Significant impact on | Significant Internally — increased |Between Significant damage to
4 High service provision —|financial impact [staff turnover/ shortage |6 months to 1 |reputation
total failure of at|(over £1m) Externally —|year to|Short term national /
least 1 area of general/systemic  poor |recover to|longer-term local
activity with impact user experience or|pre-event media interest
across all areas of unable to provide | position Legal implications
business services (eg to victims)
Material impact on |Material Internally — high level of |Between 2 to|Adverse publicity,
3 Medium |service objectives —|financial impact |staff absences 6 months to|noticeable damage to
at least 2 areas of|(over £250k -|Externally — multiple|recover to reputation.
business / several|£1m) poor  service user | pre-event Short term local media
personal objectives experience; reduced | position interest
service provision Complaints received
Some impact on|Some financial|Internally - low morale |Up to 2|Some damage to
2 Low service objectives —|impact Externally — some poor|months to [ reputation
single area of | (up to £250k) service user experience |recover 1-day local media
business/ individual interest
objectives Complaints received
Insignificant impact, | Insignificant Internally — minimal|{Minimal — up|No interest from the
1 Very no service disruption |financial loss | staff affected to 1 month to|press, internal only
Low (<£100Kk) Externally — minimal|recover
change to service user
experience




Joint Audit Committee

TITLE OF REPORT: Constabulary Risk Management Update

DATE OF MEETING: 25" March 2026

ORIGINATING OFFICER: Claire Griggs, Standards, Insight and Performance
Command

PART 1 or PART 2 PAPER: PART 1 (OPEN)

Executive Summary:

The purpose of this paper is to provide the Joint Audit Committee with an update on the
Constabulary’s risk management arrangements, including a review of the current strategic
risk register.

As part of this process, quarterly quality assurance checks of all departmental and
operational risk registers are completed, to ensure that risk is effectively managed across
the organisation. The Strategic Risk Register was last reviewed by the Strategic
Management Board on 4" March 2026.

Recommendations:

That the Joint Audit Committee:

Note the progress made in managing the Constabulary’s current strategic risks.

OFFICIAL Page |10f8
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MAIN SECTION

1. Introduction and Background

1.1 Strategic Risks

Risk is the threat that an event or action will affect the Constabulary’s ability to achieve its
organisational aim and objectives.

Each risk is managed at the level where the control to manage the risk resides. Strategic
risks are managed by the Strategic Management Board, significant operational risks are
managed by the Operations, Scrutiny and Oversight Board, and significant strategic business
risks are managed in the relevant directorate or by nominated senior managers. Projects
and programmes also have their own risks that are managed by the project / programme
teams, which are raised at the Futures Programme Board.

Strategic risks are those affecting the medium to long term objectives of the Constabulary
and are the key, high level and most critical risks that the Constabulary faces. Currently the
Constabulary has 4 strategic risks.

The Constabulary’s mission is to deliver an outstanding police service to Keep Cumbria Safe.

The strategic risks identified by the Constabulary are concerned with:
1. The implications of longer-term reduction in budget and the level of savings
required
2. ISO Accreditation
3. Increased Volume & Complexity of Reported Cyber Crime
4. Telecoms SPOC

The table on page three outlines the Constabulary’s four strategic risks and provides the
RAG rating (Red, Amber, and Green) for each risk (RAG risk rating = impact x likelihood).

OFFICIAL Page |20f8
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1.2 Drivers for Change

Effective risk management is a key component of effective corporate governance.
Managing risk will contribute towards delivery of the strategic priorities. There are potential
significant consequences from not managing risk effectively.

Robust risk management will help improve decision-making and drive corporate activity that
represents value for money. Effective risk management will help protect the reputation of
the Constabulary and the Office of the Police, Fire and Crime Commissioner, safeguard
against financial loss and minimise service disruption.

1.3 Consultation processes conducted or which needs to be conducted

Individual risk owners have been consulted as part of the standard risk management
arrangements.

1.4 Impact assessments and implications on services delivered

Not applicable- described in the risk register where appropriate.

1.5 Timescales for decision required

Not applicable to this report.

1.6 Internal or external communications required

None.

2. Financial Implications and Comments

Any financial implications are described in the relevant risks outlined within this report.

3. Legal Implications and Comments

Any legal implications are described in the relevant risks outlined within this report.

4, Risk Implications

The Constabulary’s risks are described in section one of this report.

5. HR / Equality Implications and Comments

Any HR / Equality implications are described in the relevant risks outlined within this report.

OFFICIAL Page |50f8
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6. ICT Implications and Comments

Any ICT implications are described in the relevant risks outlined within this report.

7. Procurement Implications and Comments

Any procurement implications are described in the relevant risks outlined within this report.

8. Supplementary Information

8.1 List any relevant documents and attach to report

| Appendix 1 ‘ Risk Scoring Matrix

8.2  List persons consulted during the preparation of report

e All Departmental risk owners.
e Territorial Policing and Crime Command risk owners.

e Chief Officer Group.

OFFICIAL Page |60f8
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ZDAVID ALLEN

‘ CUMBRIA’S POLICE, FIRE
| AND CRIME COMMISSIONER

Joint Audit Committee
Title: OPCC Risk Management Strategy

Date:

8 March 2026

Agenda Item No: 14a
Originating Officer: Lisa Hodgson

CC:

Executive Summary:
The Risk Management Strategy sets out the OPFCC responsibility for risk management
and how risks are managed across policing and fire.

Recommendation:
That the Joint Audit Committee review and provide comment to inform the final version of
the strategy to be approved by the Police, Fire and Crime Commissioner.

2.2

Introduction & Background

The risk management strategy sets out the governance arrangements in respect of
the management of risk including arrangements for holding to account the Chief
Constable and Chief Fire Officer for the management of risks within the force.
Although the strategy covers a three-year period, an annual light-touch review is
undertaken to ensure it remains fit for purpose.

Issues for Consideration

The strategy sets out the commissioner’s objectives in respect of risk management
and the arrangements in place for meeting those objectives through a risk
management framework. The framework incorporates clear roles and
responsibilities for risk management and a methodology for assessing risk and
mitigating actions. The strategy provides the framework to enable the
Commissioner to achieve the requirements within the approved financial rules and
financial regulations.

Previous reviews of the strategy have introduced a number of refinements to reflect
the OPFCC’s evolving understanding and appetite for risk since its inception in
November 2012. Notable changes include the transition from a 4x4 to a 5x5 risk
management matrix.



2.3

24

3.1

3.2

3.3

3.4

NOT PROTECTIVELY MARKED Page |2

The Fire and Rescue Service has completed a review of its risk management
process, which will be presented for consideration at the Joint Audit Committee
(Fire) meeting on 25 March 2026 to inform future strategic direction. Following the
conclusion of this work, the OPFCC Risk Management Strategy will be reviewed to
ensure it reflects any changes arising from the updated process.

In addition, following any comments by the Joint Audit Committee the Police, Fire
and Crime Commissioner will review the Risk Management Strategy and approve it.

Implications

Financial

Effective risk management practices supports the reduction of risks that may have
financial implications.

Legal

Risk management strategy supports the overall arrangements for governance and is
underpinned by strategic and operational risk registers that seek to manage the risks
pertaining to legal and governance within operational practice.

Risk

The risk management strategy ensures risks are identified, assessed and managed
with clear ownership of the risk and activity to mitigate its impact. The strategy seeks
to encourage risk taking where this has clear positive benefits.

HR / Equality

Key staff roles are identified within the strategy with responsibility for areas of risk
management.

Supplementary information

Appendix 1 — OPCC Risk Management Strategy
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Introduction

The Police, Fire and Crime Commissioner for Cumbria (Commissioner) is committed to
providing the highest quality of policing and fire services to the people of Cumbria; which takes
place in a constantly changing and challenging environment. This strategy is about the
approach and arrangements - the Office of the Police, Fire and Crime Commissioner (OPFCC)

has in place to manage the risks we encounter in doing this.

Risk management involves the identification, assessment and prioritisation of risks and taking
action to control, minimise and monitor them. Risks are threats that have potential to impact
on our organisation and the delivery of our objectives and services. Sometimes they can be
positive as well as negative. Risk management activity ensures we protect against negative

threats whilst recognising and taking advantage of positive opportunities.

Our strategy sets out responsibilities for risk management, what we do and how we do it. It
incorporates a number of key objectives and what we aim to achieve from the arrangements
we have in place. In doing so our strategy provides assurance and contributes to the overall

arrangements we have for governance.

Cumbria Constabulary and Cumbria Fire and Rescue Service have their own risk
management processes which enables them to identify, monitor and deal with risks which
relate to their individual organisations and areas of business. This strategy will identify how
the Commissioner and the Office of the Police, Fire and Crime Commissioner (OPFCC) has

oversight of such risks.

Version 08 — March 2026
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Our Approach to Risk Management

Police, crime reduction and fire services are delivered in a high-risk environment. Like many
public service organisations we are continually challenged to change the way we do things,
to improve and to reduce cost. In doing this the level of risk we take as an organisation
increases. Our approach to risk management recognises this by seeking to ensure we have
a structured approach to manage those risks.

ISO 31000:2018, Risk management — Guidelines, provides principles, a framework, and a
process for managing risk. It can be used by any organisation regardless of its size, activity
or sector. Using ISO 31000 can help organisations increase the likelihood of achieving
objectives, improve the identification of opportunities and threats, and effectively allocate
and use resources for risk treatment.

Risks affecting organisations can have consequences in terms of economic performance
and professional reputation, as well as environmental, safety and societal outcomes.
Therefore, managing risk effectively helps organisations to perform well in an environment
full of uncertainty

Our approach seeks to ensure that our people and organisation are protected without stifling
innovation or adversely restricting the taking of risks where we can see there are positive
benefits from doing so. We describe this as being risk aware. This strategy sets out the things
we have in place to embed a risk aware culture. These are:

- Risk Management - Risk Management
Objectives: our overall aims that Methodology: The way we
set out what we want to achieve from review our risks to understand their
the arrangements we have in place for impact and decide how we will
risk manage them

- Risk Management - Risk Management
Framework: The specific things Responsibilities: specific
we have in place that supports the responsibilities for different areas of
delivery of our objectives risk for which our Commissioner,

senior managers, staff, committees
and auditors are accountable

The rest of this strategy sets out more information on or objectives, framework, methodology,
responsibilities and sets out how we record our risks on our risk register.

Version 08 — March 2026
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Risk Management Objectives & Opportunities

Risk management is not always solely about eliminating risk as this would limit the
availability of the Commissioner to develop and deliver their ambitions. Its purpose is to
recognise the issues that could affect the achievement of the Commissioner’s objectives,
realise the opportunities that this brings and develop actions to control or reduce those risks.
The Commissioner has an agreed appetite for risk which is explained later.
Acknowledgement of potential problems and preparing for them is an essential element of
risk that will enable the Commissioner to rapidly respond to change and develop innovative
responses to challenges and opportunities.

Risk management makes an important contribution in helping to achieve our aims and deliver
better services. Through being aware of risk and having an understanding of its impact we
can make better decisions about what and how we do things. Risk management works best
when we have a culture that is risk aware. Our strategy aims to achieve this by providing a
framework that helps to integrate and embed risk management into our day-to-day business.
To do this we have identified a number of objectives that we are committed to. This section

of our strategy sets out what they are and what we will do to achieve them.

Objective 1: We will ensure that
risk management is part of the process for
delivering in Cumbria policing and crime
reduction through the Constabulary; and
fire services through Cumbria Fire and
Rescue Service; and for our wider
Partners. We will do this by:

» Maintaining an effective risk
management strategy, a framework
through which the strategy is
implemented and a risk register to
manage risks

= Holding the Constabulary, Fire and
Rescue Service and wider Partners to
account in respect of their
arrangements for risk management

Objective 3: We will ensure that

there is clear ownership and accountability
for risks. We will do this by:

= Establishing clear roles and
responsibilities in relation to risk
management within our strategy

= Ensuring all risks on our risk register
has a risk owner and an action owner

Objective 2: We will ensure that
our organisation is risk aware and that
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arrangements for risk management
comply with best practice. We will do this

by:

* Providing communications and
guidance through our website to
spread good practice

= Ensuring our officers are appropriately
trained in risk management practice

= Subjecting our risk management
arrangements to annual review

Objective 4: We will provide a
framework for evaluating and responding
to risks that is easy to understand and
supports decision making. We will do this
by

= Setting out a framework for risk
management

* Including within the framework a
methodology for scoring risks and
timescale for risk review based on the
risk score.
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Risk Management Framework

Our risk management framework sets out the things we have in place to manage risk and who
is responsible for them. They form the substantive part of what we do to achieve our risk
management objectives. The framework comprises:

|dentifying Risks

The first stage of risk management is to identify risk issues. These can be categorised into
three areas:

= Demand —risk issues will arise in relation to volume, type and complexity of demands
on policing, fire, the Commissioner and the OPFCC. The main demands are its
statutory roles and responsibilities as a body of governance and as an organisation.

= Capacity — risk issues will arise in relation to the capacity and capability of the
Commissioner/OPFCC to meet the demands placed upon it. Capacity and capability
includes people, money, buildings and relevant areas of business.

= Governance - governance is about ensuring that things are done the right way for the
right people in a timely, open, honest and accountable manner. It comprises of the
systems, processes, culture and values by which the Commissioner is directed and
controlled; and through which they engage with, are accountable to and where
appropriate lead the communities of Cumbria.

Risk Registers

Risks for the Office of the Police, Fire and Crime Commissioner and Cumbria Commissioner
Fire and Rescue Authority are recorded on risk registers. The registers holds key information
about each risk including a description of the risk, a score for the risk, what we are doing to
manage the risk currently and any further actions we plan to take. It identifies the risk owner
and the score determines how frequently that owner will review the risk to ensure we are taking
appropriate action.

Risk Classification

Risks are grouped on our risk register into one of three classifications. The classification
determines who is responsible for managing the risk and how those risks are managed. The
classifications are:

= Strategic Risks — risks that threaten the achievement of strategic objectives such as
those in our policing plan, fire plan and other core strategies. These tend to be medium
to long-term but some may feature for a shorter period of time due to a significant event
or planned business activity.

» Operational Risks — these are risks which relate to the day-to-day business of te our
operating systems, service delivery and the objectives in our business plans.
Operational risks will also be identified as part of the business continuity process.

» Project Risks — risks identified as being significant to the projects being undertaken by
the Commissioner. These risks are managed very dynamically due to the more limited
timescale across which projects are typically delivered. They are reviewed prior to each
project board and presented to each meeting. This means that the pace of the project and
the frequency of meetings are aligned to the review of risks. The terms of reference for all
project boards includes responsibility for managing project risks.
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Risk Assessments

Our strategy sets out a consistent way to score risks taking into account the impact of the risk
and likelihood of it occurring. The higher the risk score the more frequently we will assess the
actions that we have in place to mitigate the risk. We score both the inherent risk and the
mitigated risk. The inherent risk score tells us what the impact of the risk could be if we took
no action whilst the mitigated score tells us how much we have reduced the risk as a result of
things we do to manage it.

Police, Fire & Crime Plan

The Commissioner has a joint Police, Fire and Crime Plan and describes how policing and fire
will be delivered in Cumbria. The development of the plan informs our work in relation to
strategic risks. Strategic risks are incorporated within the strategic risk register which is
approved by the OPFCC Executive Team and presented to the Joint Audit Committee for
scrutiny. Operational risks are included within the operational risk register and are actively
managed through the Commissioner’s Office under the direction of the Executive Team.

Strategic and operational risks affecting the Cumbria Commissioner Fire and Rescue Authority
are overseen by the Executive Board Fire, chaired by the Police, Fire and Crime
Commissioner. These risks are reviewed on a quarterly basis, with the option for them to be
escalated to the Board at any time should circumstances require. Risks are also presented to
the Joint Audit Committee for scrutiny.

Cumbria Constabulary will actively identify and manage their own risks which are also
presented to the Joint Audit Committee for scrutiny. In addition, the Commissioner receives a
quarterly update at Executive Board Police on the Constabulary Strategic Risks.

Partnership Risks

Partnership Risks may be identified through the collaboration or commissioning work
undertaken by the Commissioner and their office when holding partners to account. Where
either are the lead or commissioning body and which impact upon the OPFCC or require
mitigation these would be added to the strategic, operational or project risk register as
appropriate.

Risk Arrangements Review

Our overall arrangements for risk are reviewed annually by the OPFCC Executive Team as
part of the review of wider governance arrangements. The review is reported in the Annual
Governance Statement alongside our Statement of Accounts, which is approved by the
Commissioner. The statement is subject to external audit and presented with the Accounts to
our Joint Audit Committee.
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Risk Appetite & Tolerance

Risk appetite is developed in the context of the organisation’s risk management capability. It
is not a single, fixed concept and there will be a range of appetites for different risks which
need to align. Risk appetite must take into account differing views at a strategic and
operational level and these may vary over time. If a level of risk is not acceptable then it must
be managed accordingly. Risk tolerance allows for variations in the amount of risk the OPFCC
is prepared to tolerate for a particular activity or project. How the OPFCC will deal with risk
tolerance for all its risks is addressed within the risk management methodology section of this
strategy.

The OPFCC will strive to manage strategic, operational and project risks to a level which is
acceptable or where it is negated, taking into account the costs of any mitigations which are
required. Depending upon the circumstances it may be necessary to set a different risk
appetite for a particular area of business or project but the general default position for the
OPFCC will be medium/cautious.

The OPFCC has a Risk Matrix which illustrates assessments of the likelihood and impact
scores which are plotted onto a (5 x 5) Risk Matrix. This determines the level of inherent risk
and, later, to demonstrate the residual position after the application of controls to mitigate and
reduce risk

Impact Impact Impact Impact Impact

Very Low (1) Low (2) Medium (3) Highi4) Very High (5)

Likelihood Very High (5)

Likelihood High (4)

Likelihood Medium (3)

Likelihood Low (2)

Likelihood Very Low(1)
Key

Risk Management
Action Level

Some additional activity
may be necessary

Maximum review time
frame 6 months

Risk Responsibility

Our strategy allocates specific roles and responsibilities to officers within the OPFCC for Risk
Management. This ensures there is clarity and accountability for ensuring our practices are
embedded and our objectives are achieved. Responsibility for the risk management is
identified later within this framework.
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Fraud Risk Assessment

Fraud risk assessment is used to assist staff to identify and deal with any suspected risk of
fraud and ensure that adequate and effective internal control arrangements are in place. As
part of the preparation process for the financial statements of accounts, evidence and
assurances are provided for scrutiny to the external auditors. This information is then
assessed and incorporated into the final statement of accounts. Our independent Joint Audit
Committee is provided with a copy of the final statement of accounts for consideration and
can monitor any fraud issues which are raised.

We have an Anti-Fraud and Corruption Policy which provides staff with information on
identifying and dealing with fraud and corruption including contact details for the reporting of
any concerns. Our Joint Audit Committee reviews the policy on a cyclical basis and ensures
that it meets recommended practices. Also, in place is a Confidential Reporting
(Whistleblowing) Policy which provides effective mechanisms for “open’ and “confidential
reporting of wrongdoing.

Internal Audit

Our arrangements for risk management, those of Cumbria Constabulary and Cumbria Fire
and Rescue Service are subject to internal audit. The service has adopted the Public Sector
Internal Audit Standards (PSIAS) which ensures that they undertake risk based internal
auditing. This methodology is used to help our organisation accomplish its objectives. Our
Joint Audit Committee receives the findings of audit work and monitors the implementation of
actions following any audit recommendations.

Decision Making and Risk

Our reporting formats include a section on the risk implications of any decision and potential
course of action. This ensures that decisions are taken on an informed basis and agreement
can be reached on how risks should be managed.

Lead Officer for Risk

The Accountability Manager within the OPFCC is designated as lead officer for risk. This
means that one of our staff has specific responsibility for maintaining an up-to-date awareness
of risk management practices and ensuring we embed a risk aware culture. Our lead officer
attends risk management meetings with Cumbria Constabulary and Cumbria Fire and Rescue
Service to assure their arrangements and that our risk registers are aligned where it is
appropriate. This is one of the ways we hold Cumbria Constabulary and Cumbria Fire and
Rescue Service to account for their risk management arrangements.

Accountability & Governance

The Police, Fire and Crime Commissioner has an Accountability Framework which aims to:

= Provide a robust system for holding the Chief Constable and Chief Fire Officer to account
for policing and fire services respectively within Cumbria.
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" Provide information on performance in delivering the Police, Fire and Crime Plan.

. Focus on the priority developments whilst still maintaining oversight of key outcomes
and day-to-day business.

= Provide a balance between the services provided, the quality of those services and value
for money.

Collectively the risk management framework ensures that we have a systematic approach to
managing our risks. It facilitates proper consideration of the implications of decisions and
actions and provides a mechanism through which we can evaluate how well our approach is
working in practice. Internal and external audit provide a further layer of validation and scrutiny
of our arrangements.

Risks relating to the fire authority and the fire service are monitored and reviewed quarterly

through the Executive Board Fire, chaired by the Commissioner. They are also considered on
a quarterly basis by the Fire Senior Leadership Team.
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This strategy adopts a risk management methodology to assess the impact of a risk should it
materialise and the likelihood of this happening. This methodology plays an important part in
determining how much attention we need to give to managing specific risks through helping
us to consider the implications should they arise. The methodology involves scoring risks
based on the likelihood of the risk happening and the impact, using a 5x5 matrix that produces
a risk score of between 1 and 25.

RISK MATRIX: LIKELIHOOD

Likelihood Description of likelihood over the next 4 years
Score
5 Very High | Will undoubtedly happen, possibly frequently (90% probability)
4 High Will probably happen, but not a persistent issue (65% - 90% probability)
3 Medium May happen occasionally (20% - 65% probability)
2 Low Not expected to happen, but is possible (5% - 20% probability)
1 Very Low |Very unlikely to happen (less than 5%) over 100 years

IMPACT ON
SERVICE

OBJECTIVES
Unable to function

RISK MATRIX:

FINANCIAL
IMPACT

Severe financial

IMPACT
IMPACT ON PEOPLE

Internally — wholesale or

DURATION
OF IMPACT

In excess of 1

IMPACT ON
REPUTATION

Severe damage to

Very High | or fulfil obligations |impact part resignation; unable |year to reputation
— total failure of at |(Above £5m / to staff OPFCC recover Sustained and
least 2 areas of budget Externally — service pre- event prolonged national
activity implications) provision withdrawn or | position media interest
unable to fund. Legal implications
PCC resignation
Significant impact | Significant Internally — increased Between Significant damage
High [on service financial impact | staff turnover/ shortage |6 months to 1 |to reputation
provision — total (over £1m) Externally — year to Short term national /
failure of at least 1 general/systemic poor |recover to longer-term local
area of activity with user experience or pre-event media interest
impact across all unable to provide position Legal implications
areas of business services (eg to victims)
Material impact on |Material financial |Internally — high level of [Between 2to |Adverse publicity,
Medium |service objectives |impact staff absences 6 months to noticeable damage
—at least 2 areas |(over £250k - Externally — multiple recover to to reputation.
of business / £1m) poor service user pre-event Short term local
several personal experience; reduced position media interest
objectives service provision Complaints received
Some impact on Some financial Internally - low morale |Upto 2 Some damage to
Low service objectives |impact Externally — some poor |[months to reputation
— single area of (up to £250Kk) service user experience |recover 1-day local media
business/ individual interest
objectives Complaints received
Insignificant Insignificant Internally — minimal Minimal —up |[No interest from the
Very Low impact, no service [financial loss staff affected to 1 month to |press, internal only
disruption (<£100Kk) Externally — minimal recover

change to service user
experience
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Using the Methodology

It is important that the OPFCC manages it’s risks effectively. Risks can have consequences
in terms of economic, performance, professional reputation and public confidence. By
managing risk effectively it enables the organisation to fulfil its obligations to the
communities of Cumbria and partners.

There are a number of steps to using our methodology to ensure that risks are considered
effectively and appropriate controls are put in place to manage them. By identifying the
OPFCC’s risk appetite or tolerance will enhance the ability to score and RAG rate each
identified risk.

Firstly, the inherent or base risk score is calculated. This is the risk score that would result if
no action were taken to manage the risk. Using the matrix above a score would be calculated
by multiplying the likelihood score with the impact score. It is important to understand this
base risk as it helps us to assess what might happen if the measure we put in place to manage
the risk fails; or if we put nothing in place. It supports decision making on the level of effort
that should be directed towards reducing the risk.

Once the base risk has been scored, consideration is given to what we can do and what we
are doing to reduce the risk. These are our risk control measures. The risk is then scored
again, taking into account the effects of our actions. This produces a mitigated risk score
against which we can then decide to do one of four things:

Tolerate \We decide to accept the risk and take no further measures
Transfer We transfer all or part of the risk, for example through insurance or to other
agencies/contractors
Treat We introduce additional control measures to reduce the risk
Terminate We aim to eliminate (avoid) the risk, for example by ceasing to provide a
service or by doing something a different way

If we choose to transfer, treat or terminate the risk we then update our mitigated risk score
once these actions have been taken. The overall inherent and mitigated risks scores are
reviewed cyclically with the score determining how often we do the review. On a quarterly
basis the OPFCC risk registers are monitored and reviewed to ensure they are kept up to
date. Risks with scores of between 8 and 16 are reviewed and updated on a quarterly basis;
those scoring between 4 and 6 every 6 months; all other risks are reviewed and updated at
least annually. The exception is project risks that are reviewed at each project board meeting
due to the limited life of project activity and the impact of risk on project delivery. The inherent
and mitigated risk score, control measures and any additional planned control measures are
documented within our risk register. We assign a 'RAG’ rating to all our risks as follows:

RED Unacceptable with urgent action - high risks with a risk score from 8
to 16

AMBER Tolerable with Actions — medium risks with risk scores from 4 to 6

GREEN Acceptable - low risks with risk scores from 3 or less

This RAG rating assists in the easy identification of those risks which require urgent attention
or close monitoring to those which can be reviewed on a less frequent basis.

The register identifies the review frequency and the officer responsible for managing the risk.
Strategic risks under the direction of Police, Fire and Crime Commissioner are presented to
the Joint Audit Committee twice during the year in March and September. This will provide
the opportunity for the Committee to review both registers at the same time. An annual risk
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management monitoring report will also be presented which includes the arrangements for
holding the Chief Constable and Chief Fire Officer to account for their risk management
processes.

Risk Management Responsibilities

Our strategy allocates specific responsibilities to key individuals, and any OPFCC committees
and boards to ensure clear lines of accountability for managing risk. This section of our
strategy sets out those responsibilities.

The Police, Fire and Crime Commissioner

The Police, Fire and Crime Commissioner has strategic responsibility for the overall
arrangements for risk management. An Annual Governance Statement is approved annually
by the Commissioner which includes a commentary on the effectiveness of risk management
arrangements by the Commissioner’s Chief Internal Auditor.

The Commissioner is responsible for strategic risks as identified within the strategic risk
register and for understanding and challenging risks as part of their processes for developing
policy and decision making.

The Commissioner has responsibility for holding Cumbria Constabulary, Cumbria Fire and
Rescue Service and wider partners to account for their arrangements in respect of risk
management and providing public assurance of such.

Risk Oversight for Policing and Fire

As well as risks related to the Office of the Police, Fire and Crime Commissioner, the
Commissioner, through his office and the Joint Audit Committee, deliver oversight and holding
to account for strategic risks associated with Cumbria Constabulary and Cumbria Fire and
Rescue Service. This enables them to ensure risks are being appropriately identified,
managed and mitigated. Where risks within Cumbria Constabulary or Cumbria Fire and
Rescue Service impact upon the Commissioner, these will be entered onto the OPFCC
registers and monitored.

OPFCC Executive Team

The OPFCC Executive Team has responsibility for maintaining comprehensive systems of
internal control including risk management processes and approval of the risk management
strategy. They also have responsibility for ensuring a strategic and operational risk register is
maintained to support the management of those risks that may impact on the delivery of the
OPFCC business plan.

The Chief Executive/Executive Team reports on the effectiveness of arrangements for risk
management within the Annual Governance Statement to the Commissioner and to the Joint
Audit Committee. The Chief Finance Officer has responsibility for ensuring appropriate
internal audit arrangements are maintained and for insurance in respect of those risks which
are to be treated.
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OPFCC Managers and Staff

Managers and staff - have responsibility for the strategic and operational risks arising in their
service areas. Managers must ensure teams carry out risk assessments to inform control
measures and mitigating action. Staff are responsible for ensuring risks that may impact on
the delivery of their business objectives are recorded in the strategic and operational risk
register and actively managed.

Where a risk is identified by a manager or member of staff which affects another part of the
OPFCC’s business then this will be highlighted to the appropriate manager or member of staff
for inclusion within the register.

A risk which is considered to have a significant effect on medium to long term objectives can
be escalated to the Executive Team at any time for consideration, inclusion within the strategic
risk register and appropriate action identified and instigated. Following their consideration, it
may be reported to the Commissioner to appraise them of the issues.

OPFCC staff are able to receive direction and instruction regarding their responsibilities for
operational risk from a number of sources. These include — information contained within
policy/strategy and procedure manuals; as part of their induction process; from their line
manager; the lead officer for risk, information sessions at extended team meetings and specific
training courses where required.

Project Managers

Project managers are responsible for ensuring any project risks are actively recorded on a
project risk and issues log. All risks should be scored in line with the agreed risk methodology
within this risk strategy and reported to the project board to ensure appropriate action is taken.
As part of updates or project reports any identified risks should be reported upon, with
particular attention to those which may disrupt or halt the project.

Joint Audit Committee

The Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary and Cumbria
Fire and Rescue Service have in place a Joint Audit Committee which has independent
membership.

The Committee will examine evidence provided by internal and external audit and other
governance areas to ensure that we demonstrate we are actively managing our risks. This
provides independent assurance to the Commissioner, Executive Team and OPFCC Chief
Finance Officer.

The relevant terms of reference of the Joint Audit Committee are:
= Monitor the effective development and operation of risk management, review the risk
profile, and monitor progress of the Police, Fire and Crime Commissioner, the Chief

Constable and the Chief Fire Officer in addressing risk-related issues reported to them.

= Consider reports on the effectiveness of internal controls and monitor the implementation
of agreed actions.
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= Review arrangements for the assessment of fraud risks and potential harm from fraud and
corruption and monitor the effectiveness of the counter-fraud strategy, actions and
resources.

= Consider the framework of assurance and ensure that it adequately addresses the risks
and priorities of the OPFCC, Cumbria Constabulary and Cumbria Fire and Rescue
Service.

Internal and External Audit

Internal Audit are responsible for periodically reviewing the effectiveness of risk management
processes including the verification that controls are operating as intended. This source of
independent assurance is a fundamental part of the evidence used to discharge our
accountability for reviewing the effectiveness of our governance arrangements. External
auditors review the annual governance statement that sets out how we have complied with
our arrangement for risk management and will test a number of financial controls that mitigate
against financial risks as part of their audit work on the financial statements.

Lead Officer for Risk

The OPFCC Accountability Officer is the lead officer for risk. This responsibility includes:

» Pro-actively driving forward the management of risk

= Liaison with the Constabulary, other partners and major contractors to monitor compliance
with and the effectiveness of their risk management arrangements and reporting thereon
to the Police and Crime Commissioner

= Monitoring the implementation of the risk management action plans of the OPFCC
Cumbria Constabulary and Cumbria Fire and Rescue Service.

= Bring to the attention of the Commissioner and/or Joint Audit Committee any concerns
about the arrangement for risk management

= The provision of a risk register system to aid the recording, review, analysis and reporting
of strategic and operational risks

» Maintaining an up-to-date awareness of risk management practice and leading on
communications and guidance to support the embedding of a risk aware culture
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The Code of Ethics
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The Code of Ethics sits at the heart of everything we do. It sets out how we work together in policing and with
the public to keep people safe.

The Code of Ethics is inclusive and supports everyone in policing. It has two parts, both of which are non-
statutory.

1. Ethical Policing Principles
2. Guidance for ethical and professional behaviour in policing

Ethical Policing Principles:

These principles are a series of guiding statements that should be used to help people in policing do the right
things, in the right way, for the right reasons.

¢ Courage — Making, communicating and being accountable for decisions, and standing against anything that
could bring our profession into disrepute.

¢ Respect and Empathy - Encouraging, listening to and understanding the views of others, and seeking to
recognise and respond to the physical, mental and emotional challenges that we and other people may face.

e Public Service - Working in the public interest, fostering public trust and confidence, and taking pride in
providing an excellent service to the public.

Courage Respect & Empathy Public Service
We show courage by: We show respect & empathy by: | We provide public service by:
e Taking responsibility e Acting with respect e Delivering a service to be
e Setting an example e Listening to and proud of
e Challenging unprofessional understanding different e Acting lawfully
behaviour and practice perspectives e Understanding and
e Being honest, open and e Understanding the impact of responding to the public’s
accountable emotions and welfare needs
e Encouraging feedback and e Responding to individual e Reflecting on and applying
scrutiny needs knowledge and experience
e Being fair and impartial e Improving our self, our
peers and our profession

Guidance for ethical and professional behaviour in policing:

The guidance describes how policing professionals should behave. It provides practical advice on areas of
policing that are important to maintaining public trust and legitimacy. A link to further information can be
found here: Guidance for ethical and professional behaviour in policing | College of Policing

POLICY

Chief officers, directors, commanders, senior police officers, and senior police staff managers need to be familiar
with this policy.


https://www.college.police.uk/ethics/code-of-ethics/guidance

OFFICIAL

All staff including the Special Constabulary and volunteers need to be aware of it. (See Roles and
Responsibilities section for full details).
Terms and Definitions

Risk is the threat that an event or action will affect the Constabulary’s ability to achieve its organisational aims
and objectives.

Strategic risks are those affecting the medium to long term objectives of the Constabulary.

Operational risks are those encountered in the course of the day to day operational and business procedures
we use to deliver effective policing services.

Risk Appetite — is the amount and type of risk that the Constabulary is prepared to take or accept to achieve its
objectives.

Risk Tolerance - allows for variations in the amount of risk the Constabulary is prepared to tolerate for a
particular activity or project, and this may change over time.

PROCEDURE

Building, improving and maintaining trust is essential to the delivery of the Constabulary’s Mission to deliver an
outstanding police service to keep Cumbria safe. The ability to control and protect data, information and
systems from harm is paramount to the trust and confidence of the public, partners, officers and staff.

XV;EY m’sﬁE To DELIVER AN oUTSTANDING PoLICE SERVICETO KEEP CUMBRIA SAFE

WHAT WE DO

' = '

HOWWE DO IT

FOCUS ON
WHAT EXCELLENCEIN | posmive | FREVERTION,
COMMUNITIES | ‘THEBASICS' | LEADERSHIP
o & CREATIVITY

OUR STANDARDS & VALUES

PUBLIC
SERVICE INTEGRITY INCLUSIVITY INDUSTRY

The purpose of risk management is to identify potential problems before they occur so that activities can be
planned and implemented to mitigate adverse impacts on achieving organisational objectives and to maximise
opportunities.

Risk can be categorised in many different ways. The Constabulary intends to use two categories; strategic and
operational. The categories should lead to a sufficiently broad set of issues being considered but on the other
hand will not impose too great an administrative burden.
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Strategic risks are the key top level and most critical risks that the Constabulary faces. Best practice indicates
that there should be between 5 and 10 strategic risks to manage. Robust risk management at strategic level can
help protect the reputation of the Constabulary, safeguard against financial loss, and minimise service
disruption. Each risk is managed at the level where the control to manage the risk resides. Therefore, strategic
risks are managed by the Chief Officer Group.

Operational risks are the top critical risks that commanders, directors, and heads of departments should
manage at that level because they pose a risk to their ability to deliver effective policing or department services
or objectives.

Programme and Project risks are managed by the relevant programme/project managers and regular updates
are provided to the relevant programme/project boards. Generally, the cause of the risk determines the type of
risk it is and where it should be managed.

Risk Appetite

If the level of risk is not acceptable to the Constabulary, then the risk must be managed. The Constabulary will
always strive to manage Strategic and Operational risks downwards as long as the cost of mitigation does not
exceed the expected loss or the associated benefits.

The following criteria will be used to describe the risk appetite:

Acceptable level of risk Risk appetite Description

Eager to be innovative and to choose options based on
potential higher rewards (despite greater inherent risk).
Willing to consider all options and choose the one that is
High Open most likely to result in successful delivery while also
providing an acceptable level of reward.

Preference for safe options that have a low degree of

Very high Hungry

Medium Cautious residual risk and may only have limited potential for
reward.
L Preference for ultra-safe options that have a low degree of
Low Minimalist

inherent risk and only have potential for limited reward.
Very low Averse Avoidance of risk and uncertainty is a key objective.

The default risk appetite for the Constabulary is ‘Cautious’ (see Appendix 5 for further information). However,
depending on circumstances it may sometimes be beneficial to set an open risk appetite for a particular
department, project, or other piece of work. Where this is the case, the rationale should be explained in the
business case, the risk appetite documented, and the benefits articulated. This should be notified to the
relevant senior management for approval and copied to Insight and Performance as part of the regular four
monthly review process. This is also the process required where any risk appetite other than cautious is
proposed.

The scale of low to high refers to a willingness to accept risks of either:
e inherent risk (defined as ‘the exposure arising from a specific risk before any action has been taken
to manage it’)
e orresidual risk (defined as ‘the exposure arising from a specific risk after action has been taken to
manage it and making assumption that the action is effective’).

These five levels of risk (published by HM Treasury) can be applied to a broad range of corporate risks, e.g.
reputational, financial, compliance, etc.
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Risk Tolerance

Tolerance is the difference between what is acceptable and what is unacceptable. The parameter of the area
between these two is what is tolerable. It is common practice to assign a ‘RAG’ rating (Red, Amber, and Green)
with the following generally accepted definitions:

Status Meaning Required Action

Green Acceptable No action is required but continue monitoring.

Amber Tolerable risks but action is Investigate to verify and understand underlying causes
required to avoid a Red status. and consider ways to mitigate or avoid within a

specified time period.

Red Unacceptable. Urgent attention is |Investigate and take steps to mitigate or avoid within a
required. specified short term.

This approach can be applied across the complete risk management framework and provides a clear indication
of proportional response to the perceived materiality of the associated risk. Specifying a timescale for
resolution emphasises the perceived urgency and significance of the underlying cause. This makes good
business sense and promotes a consistent understanding across the Constabulary.

Where the risk is confined to the relevant business or operational area and mitigating action(s) can be identified
at this level, the risk should be assessed for likelihood and impact and an appropriate owner identified. Any
mitigating action(s) and/or contingency measures should be identified to be completed within defined
timescales. The risk can then be added to the relevant operational, departmental, or programme/ project risk
register for monitoring and review.

Where any risk identified has a cross-cutting impact or if mitigating action is required by another business or
operational area, the risk should be referred to the appropriate commander, director, or head of department to
discuss the likelihood and impact assessment, identify an appropriate owner and agree mitigating action(s) and
contingency measure(s). The risk should then be added to the relevant operational, departmental or
programme/ project risks register for monitoring and review.

A risk can be escalated to the Chief Officer Group for consideration as a strategic risk at any time. Where any
risk identified is considered to be significant enough to affect the medium to long term objectives of the
Constabulary then it should be referred via Insight and Performance for submission to the Chief Officer Group
for consideration and inclusion in the strategic risk register.

To support the decision-making process, Insight and Performance maintain a tracking database to provide an
audit trail of the risks that are removed or remitted to the Chief Officer Group for inclusion on the Strategic Risk
Register.

The benefits of this approach to the Constabulary are that it enables Chief Officers, , Chief Superintendents and
Directors to:
e Exercise appropriate oversight and corporate governance by defining the nature and levels of risk they
consider acceptable (and unacceptable) and so set boundaries for business activities and behaviours
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Provide a means of expressing their attitudes to risk which can then be communicated as appropriate to
promote a risk aware culture

Establish a framework for business risk/decision making (which risks can be accepted/retained, which
risks should be mitigated and by how much) which ensures an appropriate balance between being risk
seeking and risk averse

Improve the allocation of resources where appetite thresholds are under threat

Encourage more conscious and effective risk management practices, e.g. prioritising risk related issues
for escalation and for response.

Please refer to the Risk Management Toolkit in Appendix 1 for information on risk management methodology
(beginning in section 3.2).

Roles and responsibilities

Chief Officer Group has responsibility for:

Identifying and assessing new and emerging strategic risks.

Deciding whether identified risks are strategic or not.

Deciding whether or not the level of risk is acceptable to the Constabulary.

Prioritising and scoring strategic risks.

Reviewing and monitoring strategic risks on a four-monthly basis.

Approving strategic risks to be added to or removed from the strategic risk register.

Deciding on what action should be taken against each risk and who is responsible for mitigating them.
Deciding whether action taken is acceptable and in line with risk appetite and risk tolerance.

Commanders, Directors, and Heads of Departments have responsibility for:

Identifying and assessing new and emerging operational risks.

Prioritising and scoring operational risks.

Managing risks at departmental/operational level.

Reviewing their risk registers regularly with their management teams and staff

Ensuring that any action(s) identified in relation to risks are completed.

Deciding whether action taken is acceptable and in line with risk appetite and risk tolerance.

Ensuring that risks are escalated to Chief Officer Group as appropriate (see Risk Tolerance section).
Advising other directors and/or commanders and/or heads of department if they become aware of a
risk which they consider should be addressed by them.

Ensuring that their risk registers are updated regularly and kept up to date with decisions made during
the risk register review process.

Providing a copy of their risk register to Insight and Performance on a four-monthly basis for quality
assurance and reporting purposes.

Of note, the management of Cumbria Constabulary’s estate management was transferred to the remit
of the Office of the Police, Fire and Crime Commissioner and therefore is managed on the OfPCC’s risk
register.

Programme and project managers have responsibility for:

Identifying and assessing new and emerging programme/project risks (ensuring that information and
data security risks are fully considered).
Prioritising and scoring programme/project risks.
Managing programme/project risks.
Reviewing their risk registers regularly with their management teams and staff at SMT.
Ensuring that any action(s) identified in relation to risks are completed.
Deciding whether action taken is acceptable and in line with risk appetite and risk tolerance.
Ensuring that risks are escalated to:
o The relevant departmental risk register or
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o The relevant directorate/command risk register or

o Chief Officer Group where appropriate (see Risk Tolerance section).
Advising other directors and/or commanders if they become aware of a risk which they consider should
be addressed by them.
Ensuring that their risk registers are updated regularly and kept up to date with decisions made during
the risk register review process.
Providing a copy of their risk register to Insight and Performance on a four-monthly basis for quality
assurance and reporting purposes.

All employees have responsibility for:

Identifying risks and ensuring that action is taken to manage them.
Escalating identified risks to a level where it can be dealt with appropriately if they do not feel that they
can address a problem themselves.

Insight and Performance owns the management arrangements for risk and has responsibility for:

Identifying and assessing new and emerging strategic risks through environmental scanning.
Information is provided monthly to senior management and Chief Officer Group.

Ensuring that risk is effectively managed by doing a four monthly quality assurance of and reporting
errors and omissions found on risk registers to the relevant departmental /operational SPOCs.
Co-ordinating risk management registers and providing a corporate overview of all risks to Chief Officer
Group on a four-monthly basis.

Providing progress updates in relation to risks in the Strategic Risk Register to Chief Officer Group, the
Police and Crime Commissioner and the Joint Audit Committee as and when required.

Identifying any actions, making recommendations and reporting them to the Chief Officer Group for
approval.

Maintaining the Strategic Risk Register tracking system.

Provide expertise and management advice when required.

Accountability and Governance

The Police and Crime Commissioner has an Accountability Framework which aims to:

Provide the PCC with a robust system for holding the Chief Constable to account for the services
delivered by the Constabulary.

Focus on the priority developments whist still maintaining oversight of key outcomes and day-to-day
policing.

Provide information to the public on performance in delivering policing and the Police and Crime Plan.
Provide a balance between crime and justice outcomes, quality of service and value for money.

Collectively the elements within this framework enable the Constabulary to assure itself that its risks are not
escalating and that controls are effective in preventing and correcting any event which may have an effect on its
own objectives and those of the Police and Crime Commissioner.

The Head of Standards Insight and Performance command and a representative of the Office Police and Crime
Commissioner also meet 4-monthly to ensure that both strategic risk registers reflect the purpose and key
objectives of the respective organisations and that the identified strategic risks are complimentary and being

effectively managed.

Please refer to the forces separate policy and procedure regarding information security risk management:

Information Security, Accreditation, and Risk Management Policy & Procedures.docx



https://cumbriapolice.sharepoint.com/:w:/r/sites/PoliciesProceduresandForms/_layouts/15/Doc.aspx?sourcedoc=%7BA6051C44-AC72-4ED3-9757-688A18368117%7D&file=Information%20Security%2C%20Accreditation%2C%20and%20Risk%20Management%20Policy%20%26%20Procedures.docx&action=default&mobileredirect=true&DefaultItemOpen=1
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Independent Joint Audit Committee

The Office of the Police and Crime Commissioner and the Constabulary have in place a Joint Audit Committee
with independent membership.

The Joint Audit Committee will monitor the effective development and operation of risk management, review
the risk profile, and monitor progress of the Police and Crime Commissioner and the Chief Constable in
addressing risk-related issues reported to them; and give such advice and make such recommendations on the
adequacy of the level of assurance and on improvement as it considers appropriate.

Audit of Risk Management Arrangements
External audits of risk management may be commissioned as and when considered appropriate.

There are a range of audit and inspection bodies that provide assurance to the Constabulary and these are
mapped in Appendix 2.

In Appendix 3, there is a summary of all of the risk control mechanisms operating in the Constabulary showing
how we manage risk.

5. Supporting Information — to open attachments please open file in ‘Desktop App’ (click on ‘editing’ button
top right)

Appendix 1 Risk Management Toolkit

LN
-
Risk Management
Toolkit 2021 2024.doc¢

Appendix 2 Assurance Landscape in Policing
=

Assurance landscape
in policing.pdf

Appendix 3 How we manage risk - summary of risk control mechanisms utilised in the Constabulary.

[ ror |
How we manage risk
2019.pdf

Appendix 4 College of Policing Ten Risk Principles

PDF

Risk.pdf

Appendix 5 Constabulary Information Risk Appetite Statement

AN
-
Cumbria

Constabulary Informa

6. Monitoring and Reviewing
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This Risk Management Policy will be reviewed on a three yearly basis to ensure it remains effective. The policy
will also be reviewed whenever new legislation or guidance which may have an impact on it is introduced.

The monitoring of this policy will be done by:
e Reviewing the policy and associated documentation to ensure the policy is still relevant.
e Reviewing the implementation of the policy by consultation with key personnel responsible for
implementation of and adherence to it.
e Measuring policy outcomes.
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EQUALITY ANALYSIS

An Equality Analysis must be completed before and during development of a policy & procedure to inform its
content, and the template presented below must be used.

Without an Equality Analysis, our policies and procedures can be challenged in court.

When carrying out an Equality Analysis the following documents may be of use:

. The essential guide to the public sector equality duty.

. Equality Act 2010 public sector equality duty — what do | need to know?

. Equality Act 2010 specific duties to support the equality duty — what do | need to know?
. Constabulary equality objectives in the current Police & Crime Plan.

° Equality data workbook on the performance dashboard.

. Other equality data (e.g. from external sources).

The essential guide to the public sector equality duty and the Equality Act 2010 quick start guides are all
available on the Policy Library site.

In summary, the Equality Duty has three aims:

e Eliminate unlawful discrimination, harassment, victimisation and any other conduct prohibited by the
Equality Act 2010.

e Equality of opportunity between people who share a protected characteristic and people who do not
share it.

e Foster good relations between people who share a protected characteristic and people who do not
share it.

You can get advice from Sarah Dimmock, Diversity Manager.

10
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DATA PROTECTION IMPACT ASSESSMENT

A DPIA is required for any project/policy where the processing of personal data could result in a high
risk to the rights and freedoms of individuals.

(Information Management) can advise when the requirement is statutory and when it is required as
part of our policy development.

A DPIA ensures the force can meets its legal obligations to evidence that information risks, along
with Data Protection principles and obligations, have been fully considered relating to the intended
processing, and that control measures are considered and proportionate.

The introduction of all new projects, initiatives and policies that involve the processing of personal
data or sensitive operational data require the completion of a DPIA Screening Questionnaire for
review and consideration by the Data Protection Officer/Information Management Team

Triggers for completion of a screening questionnaire include:
e Procurements;
e Policy publication;
e IT Project business cases;
e Partnership working and Information sharing initiatives; and
e Equality Impact Assessments — where Article 8 consideration is identified

Where the outcome of a screening questionnaire is that a Stage 2/Full DPIA is required, it is the
responsibility of the policy lead to complete the documentation with the support of IM if necessary.

A DPIA questionnaire must be completed before the development of a policy & procedure to inform
its content, and the template presented below must be used.

If you have answered ‘yes’ to any of the screening questions, please contact Information
Management for advice to see if a full DPIA is required.

You can get advice from Heather Wright, DPO /Lesley Johnson, GDPR PM

13
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DPIA Screening Questions

Yes

No

N/A

Will the project/policy involve the collection of new information about
individuals?

(provide details)

Will the project compel individuals to provide information about
themselves?

(provide details)

Will information about individuals be disclosed to organisations or
people who have not previously had routine access to the information?

(provide details)

Does the project/policy involve multiple organisations, whether they
are government agencies (e.g. as a joint working initiative) or private
sector organisations (e.g. providing a service as data processor).

(provide details) If any shared data will be anonymised prior to being
shared, please state here what will be shared and how it is
anonymised.

Are you using information about individuals for a purpose it is not
currently used for, or in a way it is not currently used?

(provide details):

Does the project/policy involve you using new technology which might
be perceived as being privacy intrusive? For example, the use of
biometrics or facial recognition.

(provide details):

Will the project/policy result in you making decisions or taking action
against individuals in ways which can have a significant impact on
them?

(provide details)

Is the information about individuals of a kind particularly likely to raise
privacy concerns or expectations? For example, health records,
criminal records or other information that people would consider to be
particularly private.

(provide details)

Will the project/policy require you to contact individuals in ways which
they may find intrusive?

(provide details)

14
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This document needs to comply with 2 active Procurement Acts whilst
transitioning pre 2023 act Frameworks whilst continuing to implement the staged
Procurement Act 2023.

Any procurements conducted during this transition period will be conducted in
compliance with the applicable obligations and legislation.

During this transition period, OPFCC, Constabulary and Fire staff are to seek
advice from Commercial Department when conducting procurement activity to
ensure compliance to the procurement legalisation.
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Introduction

This document sets out the guidelines which underpins the commercial activities for procurements
undertaken by the commercial department on behalf of the Office for Police, Fire and Crime

Commissioner (OPFCC), Cumbria Constabulary (CC) and the Cumbria Fire and Rescue Service (CFRS).

This Joint Procurement Policy describes the rules to be applied by staff and suppliers before, during
and throughout the contract period, in aid of providing the supplies, services and works needed to
deliver our services. These will apply to any contracts or purchase orders resulting in a payment being

made by the OPFCC / CC / CFRS.

The contents of this document outline guidance to ensuring those engaged in buying/providing goods

and services conduct business professionally in accordance with our procurement objectives:

o Delivering Value for Money

o Maximising Social Value

o Equal Treatment

o Removing Barriers for Small and Medium Enterprises SMEs
o Acting with Integrity (inc. accountability)

o Fairand Transparent (effective) Competition

With the introduction of the New Procurement Act 2023, procurement processes have been
overhauled, but whilst current frameworks are still running under Procurement Regulations Act 2013,
there will be a mix of processes to comply with, therefore going forward in this document the

Procurement Act will refer to as ‘the Relevant Act’.

All contracts must be in the name of the “The Police, Fire and Crime Commissioner for Cumbria” (the
Commissioner). Where appropriate the Commissioner may consent to the Chief Constable / Chief Fire
Officer contracting and in those cases the contract must be in the name of “the Chief Constable for
Cumbria Constabulary” (the Chief Constable) or “the Chief Fire Officer for Cumbria Fire and Rescue
Service” ( the Chief Fire Officer) If there is any doubt, advice should be sought from the Commercial

Department or Legal Services.

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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Public procurement is a complex process strictly governed by rules and regulations subject to fines
and repeals of contracts when breaches of process have been challenged. The Joint Procurement
Policy aims to ensure the freedom of opportunity to trade with organisations and to ensure
organisations are open and transparent in the way they undertake business aiming to ensure that
Value for Money in all aspects of public sector procurement is achieved along with the right balance
between quality, performance and price when we purchase goods services and works. Following the
Joint Procurement Policy helps ensure we make the best use of diminishing public resources and

prioritise essential services.

The Joint Procurement Policy will be reviewed annually by the Head of Commercial. Any legislative
changes that come into force during such periods will be incorporated into the Regulations at the most

appropriate earliest revision point in time.

The Joint Procurement Policy does not apply to the policy and procedures for issuing grants. For

awards of grant agreements please refer to our Grant and Funding Agreement guidance.

Compliance

The organisations must adopt the standards within this document for the conduct of any commercial
activity, the Joint Procurement Policy is underpinned by internal and external policies and procedures
that all staff must comply with. These set out the detail of the procurement and contracting rules and
processes including the level of authorisation, delegations and responsibilities that exist. They specify
the minimum standards we expect our staff to comply with when purchasing goods and services and
provide a guide to the steps they must follow. They ensure we maximise the opportunities for
competition and value for money whilst providing a balance between the amount of administration
involved and the value of the items being procured. Procurement and contracting may only be carried

out by authorised officers

Internal Policies and Procedures

All commercial roles and any other members of the organisations involved in commercial activities
must comply with expected codes of conduct which are outlined in the below internal policies and
procedures:

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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= The Codes of Ethics which is underpinned by the Dignity and Respect Policy and Procedures
=  Anti-Fraud, Bribery and Corruption Policy and Procedure

=  Business Interest Policy and Procedure.

=  OPFCC Scheme of Delegation.

= Chartered Institute for Procurement and Supplies

These sets out the principles that we will abide by when conducting business and covers issues
such as gifts and hospitality. It aims to ensure high standards of integrity in all our business

relationships.

External legislation

All commercial roles must follow the appropriate legislation which include:

e New Procurement Act 2023

e PCR2015

e Freedom of information Act 2000.

e Data Protection Act 1998, 2003, 2018

e Any other legislation which is relevant to commercial procurement such as the

International Labour Organisation.

These set out the legal requirements we need to adhere to, to ensure we conduct compliant

commercial activities for the Organisations.

Separation of Duties

As part of the commitment to transparency, accountability, and service integrity, an individual
that conducts a procurement, raises a purchase order, or requests a waiver cannot also approve
one.

All requests and approvals therefore should be raised by one individual and approved by a

different individual and in accordance with the decision value and this document.

Conflicts-of-Interest

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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Public Procurement Legislation, as part of ensuring that all processes are managed fairly and with
integrity, require all individuals (officers and members) and suppliers involved in any stage of the
contract life cycle to both identify/ disclose and mitigate any perceived, potential and/ or actual

conflicts of interest.

Compliance with this requirement will include carrying out a conflict-of-interest assessments

whenever anyone new gets involved in the procurement, approval and/ or contract management.

All conflict-of-interest assessments must be recorded on Conflicts of Interest Register and kept
under review during the whole life cycle of the contract. The assessment must also include details
of any mitigations taken / to be undertaken to mitigate potentially unfair outcomes, e.g., use of

Ethical Wall Agreements, use of alternative evaluators, etc.

Transparency Notices

In line with the changes in the New procurement Act, there is a mandated requirement to publish

transparency notices through out the procurement process, these are detailed below:

Contract Details Notice

Contract Award Notice

Payments Compliance
Notice

Tender Notice Contract Tgrn1|twat|on
Notice

P . Procurement Termination Contracts Payments

Pipeline Notice . .

Notice Notice

Preliminary Market . . Contract Performance

: D Market Noti :

Engagement Notice ynamic Market Notice Notice

Planned Prc:ncurement Contract Change Notice
Notice

Transparency Notice

NI

am == —co0030 :m:'i

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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These notices will be dependant on which procurement act the contract is under and the value of

the full life cost of the contract.

Procurement Strategy

The OPFCC/CC/CFRs have a jointly agreed Procurement Strategy that sets out the agreed approach

and standard for designing and delivering procurement procedures.

All staff are required to align their procurements to this Strategy, with guidance available from the

Chief Commercial Officer.

Commercial Team Structure

ACO Fire

Chief
Commercial
Officer

Senior Business
Partner

Commercial
Business
Partners

Operations
Business Partner

Senior
Commercial

Stock Controller Officer

Supplies Commercial
Assistant Officers

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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A generalised category approach model has been adopted along with the roles of Commercial

Business Partners able to provide support within five broad areas of responsibility aligning specific

procurements, products and services experience in different areas of the business. The Commercial

Business Partner would normally be expected to undertake all technical procurement processes and

offer current regulatory advice on commercial aspects of the procurement cycle.

General Category Definitions:

DDAT

Enabling Service Requirements including Commissioner requirements
Estates

Operations including Custody Suite and Fleet

Operations including Uniform and Equipment

Each category lead will support both Police, Fire and OPFCC contracts (except Uniform currently

managed by Fire)

Procurement Procedures

The Procurement Procedures ensure not only compliance but supports:

Office

Procurement activity is undertaken with the primary objective of supporting the OPFCC / CC
/ CFRS to achieve its priorities and objectives and operate compliantly, efficiently and
effectively.

All procurement should achieve best value for money both for outcomes and the efficiency
and effectiveness of the procurement process.

Procurement activities will achieve an appropriate balance between procurement risk,
competition, regulatory compliance and the requirements of the business risk. Where there
are conflicts between procurement risk and business risk, decision making will be taken at an
appropriate level of seniority within the Organisation.

All procurement activities will be undertaken in a transparent, fair and consistent manner,
ensuring the highest standards of probity and accountability.

All procurement will operate under robust principles and procedures to ensure best value.

Procurement activities will only be undertaken by staff authorised to do so.

of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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Detailed process maps are incorporated into the procurement procedures.

Commercial Governance

Below identifies the internal Governance to ensure appropriate levels of authority approvals have
been gained thought the contract initiation stages, this secures a full understanding of:

e What is being delivered

e The Total Life Costs

e Project delivery timescales and contract duration
e The Benefits and Risks of the contract and delivery

Presented to relevant Board for approval of Approved No further
?

Business Need Identified further development Development

Business case developed with proposed costings, route to Presented to relevant Approved
market, identified benefits Boards ?

Supplier selection process Contract developed and full costings obtained with Chief Officer approval Commercial
completed preferred supplier to proceed activities terminated

Contract signature Request Contract Advisory Board

form/Exemption completed approval Contract Signed

Prior to the final signing of the contract, all contracts over £30k will be presented at the biweekly
Contract Award Board (CAB) for approval.

The attendees for CAB approval are:

e Chief Finance Officer to confirm funding is in place
e Director of Legal to Confirm the contract is approved
e Chief Commercial Officer to confirm the procurement route and obligations have been met.

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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Procurement Thresholds

Procurement Threshold Route Map

Quote Procurement Levels Tender & Framework Procurement Levels

Under Threshold Values Above Threshold Values

Framework Opportunities may
exist for £15,000 and £30,000
Goods & Goods &

Works Light Touch . Works Light Touch
Services

Services

) Purchase Purchase Under Threshold Purchase Purchase Above Threshold || Above Threshold Above Threshold
Purchase up to between between spend between between Emm spend of spend of spend of

£10,000 £10,001 and £20,001 and £30,001 and £30,001 and £30,001 and £207,721and £5,372,609 and £663,540 and
£20,000 £30,000 £207,720 £5,372,609 £663,540 above above above

Complete Tender Exercise under the New Procurement Act 2023
Single Minimum 2 Minimum 3 Or

Quote Quotes Quotes
Utilise current Frameworks either under PCR 15 or NPA23

N All contracts over £30K must follow internal Governance by submitting a Contract Signature Request Form
Note all figures Inc VAT

Any Exemption request over £30K must follow internal Governance by submitting an Exemption Form to be

approved if appropriate

Governance Forms

Standard forms and templates will be utilised as defined in the Procurement Procedures which can
include depended on the value and route taken the below:

e Contract Signature Request Form

e Exemption Form

e Code of Conduct Declaration Form

e Tender Evaluation Report

e Supplier Approval Form

e Standard Terms and Conditions

e Templates (currently under development):

o ITT —Part 1 - Invitation to Tender

o ITT - Part 2 — Requirements and Specification

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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o ITT —Part 3 —Tender Response

e Request for Quote

Commercial Roles and Responsibilities

Although the Commercial Team will own and manage the tasks for commercial activities below

identifies the roles and responsibilities for all stakeholder involved:

The Commercial Team is responsible for all procurement process and compliance, including

ownership of the procurement option appraisals and all notices up to the publication of the
Contract Award Notice, ownership of e-tendering portal, ownership and provision of all
procurement templates completion/ approval of procurement template and reports, and

oversight of all activities relating to waivers, contract modifications or termination.

Responsible for supporting the planning for and management of all contracts (regardless of how
they are procured), owning the contract register (ensuring that information is kept up to date and
that copies of contracts are attached) and forward planning for re-procurement of cyclical

requirements

Managing the tender process, evaluation and moderation sessions, completing any procurement
related reports and any pre-contract governance requirements and working with Legal to finalise
contracts all in accordance with this document, relevant procurement legislation and other
associated legislation.

Obtain all commercial approvals for signatory of the contract.

Project Management Team/Business

The Project Management team is responsible for ownership of the delivery of the project including
Project Initiation Document and all pre-procurement governance and budgetary approvals,
overseeing all technical document creation, organising any legal documents that are required,
supporting all stages of the procurement process, co-ordinating the resourcing of tender

evaluation and moderation sessions, completing any procurement related reports and any pre-

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026
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contract governance requirements and working with Commercial and Legal to finalise contracts
all in accordance with this document, relevant procurement legislation and other associated

legislation.

The Finance Team will be responsible for the dudiligence on the proposed budgets identified in

the business case and advise Chief Officers of the impact to budgets, and if approved manage the

budget settings and forecasting.

The Legal Team will be responsible for reviewing the proposed contracts for signature and provide

guidance and advice for all legal decisions and activities.

Contract Management can vary on who owns the responsibility dependent of the value/criticality
of the contract, but the commercial team will support the business in manging any contractual/
supplier issues, non-performance with KPIs and where required advice on termination routes, but

will be identified as part of the project closure handover documentation.

End of Document

Office of the Police, Fire and Crime Commissioner, Cumbria Constabulary
and Cumbria Fire and Rescue
Joint Procurement Policy
March 2026



Joint Audit Committee 25 March 2026: Agenda Item 15

HMICFRS Value for Money Profiles 2025/26

A Report by: Michelle Bellis, Constabulary Chief Finance Officer and Casey Walton, Strategy &

Development Manager

Executive Summary

His Majesty’s Inspectorate of Constabulary and Fire and Rescue Services (HMICFRS) produce a summary of
value for money arrangements within Constabulary’s on an annual basis. The underlying data is gathered
from a variety of sources including the annual data return in relation to HR statistics and the Police Objective
Analysis exercise in relation to budget figures. The most recent publication is based on the budget for
2025/26 as approved in February 2025. The data is presented in a more summarised format than in previous
years. The latest data is presented in a power Bl presentation and can be found on the HMICFRS website at

https://hmicfrs.justiceinspectorates.gov.uk/our-work/article/value-for-money-inspections/value-for-

money-dashboards/

Recommendation

The Joint audit committee are asked to note the content of the report.

Page 1 of 4
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1.1.

1.2.

1.3.

Introduction and Background

The VFM profiles compare Cumbria against all 43 forces and with Cumbria’s Most Similar Group (MSG)
which includes Lincolnshire, Norfolk and North Wales. The aim of the profiles is to compare
performance and the costs of achieving that performance. The Profiles highlight where Cumbria is
seen as an outlier. An outlier is defined as being in the top or bottom 10% and where the effect of the

difference is greater than £1 per head of population, which equates to a cost differential of £0.5m.
Important general points about the VFM profiles:

» Cumbria is a demographic outlier when comparing it to its MSG and this will continue to be the
case, regardless of any VFM comparators. Cumbria’s geography, topography and socioeconomic
environment are unique and there are fixed costs associated with this regardless of other

comparisons.

» Population is the main determinant used in the profiles for assessing value for money — that is, cost
per head of population. This significantly disadvantages Cumbria, which has the lowest population
of 42 forces (excluding City of London), is the third largest county in England by area covering 2,613
square miles, is sparsely populated, is classified as 98% rural, and is geographically isolated. The

additional cost of delivering services in this physical geography is not considered within the profiles.

» The sparsity of the population, the rural nature of the county and the isolated geographic location
of the county in England, results in higher costs to deliver police services compared to other forces
and limits opportunities for cost effective collaborations with other forces for specialist operational
services or private companies to provide services. As a result, Cumbria Constabulary requires more
people and more equipment to deliver a police service to a small population distributed over a large

area.

» As a result, all of these factors combine to incur additional fixed costs in policing the county,
irrespective of how and by whom police services are provided, and regardless of policy or strategy

decisions made by senior management.

Overall, total spending per head of population shows Cumbria as the 7t" highest of all forces, which is
important context as this will influence relative spend across most areas. It will also reflect relative

performance, as reported by the latest Force PEEL inspection.
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2.1.

2.2.

How does spending compare? (Budgeted Net Revenue Expenditure per capita) in the financial year ending 31 March 2026

value per capita &MSG A Selected forc
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Cumbria has a total net revenue expenditure per capita for the year ending 31 March 2026 of £284.32

Cumbria Value for Money Profile Outliers

Cumbria’s value for money data has been considered and informs the ongoing futures work of the
organisation and provides a form of benchmarking with other forces. Due to the scale of both the MPS
and City of London police, they have been excluded from Cumbria’s analysis due to skewing
comparisons. Chart 1 below presents forces total net revenue expenditure (NRE) for the most recent
financial year (the NRE figure is excluding any additional funding from national policing and PCC'’s). This
profile reports Cumbria to have a total NRE of £145.2m for the year ending March 2026, which is the

second lowest across all 41 forces compared with only Warwickshire with fewer funds at £135.2m.

Chart 1: Force comparison of total net revenue expenditure in the financial year ending March 2026.

Total net revenue expenditure for police forces in England and Wales in the financial year ending 31 March 2026

@Value AMSG A Selected force
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Cumbria has a total net revenue expenditure for the year ending 31 March 2026 of £145.2M

Chart 2 below presents the changes in spending per capita over recent years. As with the previous data
sets, Cumbria presents as higher than its MSG, (which will be influenced by its significantly smaller
population size) but follows the overall trend of increasing for 2025/26 which likely reflects the

increases in financial pressures such as the increase in the police pay award facing all forces.

Page 3 of 4



2.3.

2.4.

Chart 2: Force comparison of changes in NRE spending per capita since 2021/22.

How spending has changed - Budgeted NRE per capita since 2021/22

@Force value per capita © MSG value per capita @Al forces value per capita

Cumbria’s VfM profile highlighted some functions where the force is recorded as being a potential
‘outlier’ compared to its most similar force group. Each outlier was analysed in order to identify any
potential efficiencies and to inform the Futures Programme. A number of challenges exist regarding
application of findings from the profiles, namely the profiles do not account for the structure of each
individual force when comparing resource. To date, there is no blueprint of what a ‘good’ force

workforce structure should be.

The areas where Cumbria appears to be out of step with its MSG is for spending per capita are on

support functions, criminal justice arrangements, and operational support.

» Cumbria is shown to have the greatest expenditure per capita for 2025/26 within the ‘Support
Function’ category. The highest difference comes from Information Communication Technology and
when drilling down further, the driving cost is ‘Other staff costs’, which likely aligns to the scale of
work around the implementation of the Mark 43 system and the necessity for project management

and enhanced resource to embed a force wide information management system.

» Cumbria is reported to spend slightly more on its criminal justice arrangements per capita than its
MSG and is the 5 highest across all forces compared. The driver of the greater costs appears to be

driven by custody.

» Cumbria is reported to spend slightly more on its operational support per capita than its MSG and
is the second highest across all forces compared. The driver of the greater costs appears to be driven
by the firearms unit. Drilling through the categories further highlights that police officer costs are
the predominant cause for the enhanced cost, which as aforementioned will be caused by the
comparison being ‘per capita’ and Cumbria’s population size being significantly smaller to

comparative forces.
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Joint Audit Committee Proposed Annual Work Programme 2026/27

Joint Audit Committee: 25 March 2026
Agenda Item 16

Originating Officer: Michelle Bellis, Constabulary Chief Finance Officer

Executive Summary

This paper provides the proposed work programme for the 2026/27 financial year. The format of the report
has been designed to demonstrate how the work programme supports the committee in delivering against

its terms of reference.

Recommendation
Members are recommended to:
» Consider the proposed annual work programme and development sessions as a basis for fulfilling
the terms of reference and assurance responsibilities of the committee.

» Approve the work programme for 2026/27.

Corporate Support / Financial Services / MB
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1. Introduction & Purpose of the Report

1.1. Onan annual basis the Joint Audit Committee agrees a work programme that informs the reports and
information received by the committee to ensure that members fulfil their terms of reference and
advisory role. The document is aligned with the CIPFA guidance on Audit Committees. The guidance
makes specific reference to the role of committees within the governance framework for policing. This
report translates the terms of reference into a proposed work programme and includes a number of

proposed development sessions.

1.2. Thisreportincludes the work required by the committee in its role as a Joint Audit Committee covering
the two separate legal entities of:
» The Police, Fire and Crime Commissioner For Cumbria (PFCC),

» The Chief Constable of Cumbria Constabulary (Constabulary),

2. Report

2.1. This report presents to members an annual work programme. The programme is presented in two
formats:

» The first format sets out each of the terms of reference and the reports/activity that it is proposed
the committee would undertake to fulfil the terms (Appendix A). It therefore aims to present an
assurance framework in line with CIPFA guidance that identifies the key documents and
information that the committee requires to fulfil its purpose.

» The second format aligns the work programme against each committee meeting (Appendix B).
The alignment is managed to ensure wherever possible that meetings are balanced in terms of

volume of work and that governance themes are aligned.

Corporate Support / Financial Services / MB
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2.2. Inrelation to the statutory reporting deadlines for the financial statements for 2025/26, the deadlines
for publication of draft and audited statement of accounts are 30" June 2026 and 315 January 2027
respectively. Although the JAC meeting has been scheduled for 24™ June, the draft statement of
accounts for 2025/26 will be circulated to members for comment at the point of completion in order
to meet the deadlines and comply with best practice by allowing JAC to comment on the draft accounts

before they are published.

2.3. Itis proposed that for 2026/27 there will be four meetings as follows:

» The meetings in June, September, November and March will each receive, cyclical monitoring
reports, completed internal audit reports and the strategic risk registers (September & March
only).

» The meeting in June will focus on annual reports that review the governance arrangements for the
previous financial year. This will include the biennial review of effectiveness for the Committee,
the review of the effectiveness of internal audit and reviews of the effectiveness of arrangements
for anti-fraud and corruption and risk management. The committee will also receive the annual
report of the Community Scrutiny Panel setting out the work of the panel and assurances regarding
arrangements for community scrutiny. The agenda includes the annual opinion of the Director of
Audit (MIAA) and ensures members have all relevant information ahead of considering the Annual
Governance Statement and Code of Corporate Governance prior to their publication with the
unaudited financial statements. It is also intended that at the meeting in June, members will
receive a copy of the Draft Statement of Accounts (subject to audit). It should be noted that, due
to the tight timescales for the production of the statements, and the timing of the meeting, it may
not be possible to issue copies of the accounts with the meeting papers in advance of the meeting.
The meeting will provide an opportunity for members to meet privately with the internal auditors

(MIAA).

Corporate Support / Financial Services / MB
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» The agenda for the September meeting will cover the standard cyclical reports and will also include
the annual report of the committee, following the consideration of the committee’s review of
effectiveness in June. The September meeting will also consider the Audited Statement of
Accounts and the Audit Findings Report of the External Auditor, setting out their opinion on the
financial statements (excluding the value for money conclusion which will be presented in
November). The financial statements are presented with an assurance document. This provides
members with advice on the wider financial governance arrangements supporting the production
of financial statements. The committee will also receive the updated annual governance statement
prior to publication with the financial statements. The meeting will provide an opportunity for
members to meet privately with the external auditors.

» The November meeting will focus on governance arrangements with a cyclical review of one or two
of the core elements of the governance framework. A schedule outlining the review schedule for
governance documents is included at Appendix C.

» The meeting in March will consider relevant annual strategies and plans for the following financial
year. This includes the proposed internal audit plan, charter and an update on the quality
assurance programme; the external audit plan and the cyclical review of governance documents in
line with the plan (Appendix C). The external auditors will provide their annual report. Members
will also receive an annual report on value for money within the Constabulary including HMICFRS
VFM profile data benchmarking costs with most similar group (msg). The meeting includes an
annual development session on treasury management, the medium term financial strategy and
futures programme for both OPFCC/Policing and Fire. This aims to inform the committee of the
financial climate going forward and any resulting operational change and risks in advance of the

year.

Corporate Support / Financial Services / MB
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» Ad-hoc HMICFRS/Inspection and other reports appropriate to the committee’s terms will be
circulated to members as they are published and listed on the agenda to provide the opportunity
for questions and discussion.

» All meetings provide for a corporate update facilitating briefings from Chief Officers in respect of
any issues of a corporate nature that are relevant to the remit of the committee or helpful as
background/contextual information.

» A minimum of two development sessions will be held annually with members. The Commissioner’s
treasury management advisors will meet with members at a minimum annually to provide an
update on treasury strategy and developments for both OPFCC/Policing and Fire.

» Before every meeting members hold a pre-meeting where they discuss and monitor progress

against the JAC action plan and other topical matters.

2.4. Appendix D provides a proposed timeline for the various meetings and development sessions during

2026/27.

Corporate Support / Financial Services / MB
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Public Accountability Conference
12 February 2026
Agenda Item No 06c¢

Joint Audit Committee
25 March 2026
Agenda Item No 17

Office of the Police, Fire and Crime
Commissioner Report

Title: Borrowing, Treasury Management, Investment and MRP Strategies
2026/27 (including Prudential Indicators)

Report of the Constabulary Chief Finance Officer and PFCC Chief Finance Officer

Originating Officer: Sarah Walker, Financial Services Manager.

Purpose of the Report
The Chartered Institute of Public Finance and Accountancy’s Code of Practice for Treasury Management in
the Public Services (the CIPFA TM Code) and the Prudential Code require Local Authorities (including the

PFCC) to determine the Treasury Management Strategy Statement (TMSS) on an annual basis.

These codes were originally issued in 2002, revised in 2009, 2011, 2017, and again in 2021. The TMSS
presented here complies with the 2021 codes and accompanying guidance notes. The TMSS also
incorporates the Investment Strategy which is a requirement of the Ministry of Housing, Communities and
Local Government’s (MHCLG) (Previously Department for Levelling Up, Housing & Communities) Investment

Guidance 2018.



This report proposes a strategy for the financial year 2026/27.

Treasury Management in Local Government continues to be a highly important activity. The Police, Fire and
Crime Commissioner (“The Commissioner”) adopts the CIPFA definition of Treasury Management which is

as follows:

Treasury Management Definition

‘The management of the organisation’s investments and cash flows, its banking, money market and
capital market transactions; the effective control of the risks associated with those activities; and the

pursuit of optimum performance consistent with those risks.’

Recommendations

The Commissioner is asked to:

1. Approve the Borrowing Strategy for 2026/27 as set out on pages 9-10.

2. Approve the Investment Strategy for 2026/27 as set out on pages 11-14.

3. Approve the Treasury Management Prudential Indicators as set out on pages 16-18.

4. Approve the other Prudential Indicators set out on pages 18 to 22.

5. Approve the Minimum Revenue Provision Policy Statement for 2026/27 as set out on pages 23-24.

6. Note that the detailed Treasury Management Practices (TMPs) are currently being reviewed and
updated as required by the Code of Practice and will be published alongside the TMSS on the
Commissioner’s website. The updated TMPs will be provided at the Joint Audit Committee in March.

7. Delegate to the PFCC Chief Finance Officer any non-material amendments arising from scrutiny of

the strategy by the Joint Audit Committee.

The Joint Audit Committee are asked to review the Treasury Management Strategy Statement and Treasury
Management Practices to be satisfied that controls are satisfactory and provide advice as appropriate to the

Commissioner.
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Appendix A

Creditworthiness Policy

The lending criteria set is designed to ensure that, in accordance with The Code of Practice, the security of the
funds invested is more important than maximising the return on investments. Following consultation with the
Commissioner’s treasury advisors there are no amendments to the criteria used in determining approved

investment counterparties for 2026/27 compared to those in operation for 2025/26.

The criteria for approving investment counterparties have been devised, grouped, graded and investment
limits attached as detailed in Schedule A below. The individual, group and category limits are based on a
percentage of the potential maximum sums available for investment during the year of up to £50m (previously
£40). The counterparty limits, for banks and Local Authorities, for 2026/27, have been increased from £2m to
f£4m to allow for increasing cashflow balances and permit flexibility within investments. The methodology
used in applying the matrix for the placement of investments is fully aligned with MUFG Treasury Services
methodology. This service employs a sophisticated modelling approach utilising credit ratings from the three
main credit rating agencies - Fitch, Moody’s and Standard & Poor’s. The credit ratings of counterparties are

supplemented with the following overlays: -

1. “watches” and “outlooks” from credit rating agencies;
2. CDS spreads that may give early warning of changes in credit ratings;
3. Sovereign ratings to select counterparties from only the most creditworthy countries.

This modelling approach combines credit ratings, and any assigned Watches and Outlooks, in a weighted
scoring system which is then combined with an overlay of CDS spreads. The end-product of this is a series of
colour coded bands which indicate the relative creditworthiness of counterparties. These colour codes are
used by the Commissioner to determine the suggested duration for investments. The Commissioner will,

therefore, use counterparties within the following durational bands;

o Yellow 5 vyears*

o Purple 2 years

o Blue 1 year (only applies to nationalised or semi nationalised UK Banks)
. Orange 1 year

o Red 6 months

. Green 100 days

. No colour not to be used



The MUFG creditworthiness service uses a wider array of information other than just primary ratings.
Furthermore, by using a risk weighted scoring system, it does not give undue preponderance to just one

agency’s ratings.

Typically, the minimum credit ratings criteria the Commissioner uses will be a short-term rating (Fitch or
equivalents) of F1 and a long-term rating of A-. There may be occasions when the counterparty ratings from
one rating agency are marginally lower than these ratings but may still be used. In these instances,
consideration will be given to the whole range of ratings available, or other topical market information, to

support their use.

UK Government is considered the safest place to invest as it has never defaulted and therefore minimum
credit ratings do not apply. All investments are Sterling; therefore, the Commissioner is not exposed to any
foreign exchange / currency risk. The Commissioner has determined that it will only use approved

counterparties from the UK and from countries with a minimum sovereign credit rating of AA.

All credit ratings are monitored on an ongoing basis in conjunction with the Commissioner’s treasury
management advisors, MUFG Treasury Services Ltd, who provide timely updates and advice on the standing
of counterparties. The Commissioner is alerted to changes to ratings of all three agencies through its use of
the MUFG creditworthiness service. Whilst credit ratings are central to the counterparty risk evaluation
process, other factors such as the prevailing economic climate are taken into consideration when determining
investment strategy and at the time when individual investment decisions are made. If this ongoing
monitoring results in a significant change to counterparty selection during the year, the Commissioner and the

Joint Audit Committee will be advised through the quarterly activities report.

o If a downgrade results in the counterparty / investment scheme no longer meeting the Authority’s
minimum criteria, its further use as a new investment will be withdrawn immediately.

o In addition to the use of credit ratings the Authority will be advised of information in movements in
Credit Default Swap spreads against the iTraxx European Senior Financials benchmark and other
market data on a daily basis via its Passport website, provided exclusively by MUFG. Extreme market

movements may result in the downgrade of an institution or removal from the Authority’s lending list.

Sole reliance will not be placed on the use of this external service. In addition, the Commissioner will also use
market data and market information, as well as information on any external support for banks to help its

decision-making process.



Schedule A - Counterparty Groupings and Associated Limits

Y Pil Pi2 P B 0 R G N/C

[ 15 3 [
UptoSyrs  UptoSyrs  UptoSyrs  Upto2yrs  Upto lyr Uptolyr Uptoemths Upto100days No Colour
Category Colour (and Iong:term rating IV!orTey Tran.sa.ctlon
where applicable) limit limit
Banks * Yellow £4m 3yrs
UK Banks Purple £4m 2yrs
UK Banks Orange £4m 1yr
UK Banks — part nationalised Blue £20m £4m Tyr
UK Banks Red £4m 6mths
UK Banks Green £4m 100 days
UK Banks No Colour Not to be 0 0
used
Non-UK Bank** Orange/Blue/Purple £6m £4m 1yr
Non-UK Bank** Red £6m £4m 6mths
Commissioner’s banker
(where “No Colour’) No Colour £1m £1m 1 day
DMADF UK sovereign rating unlimited unlimited |6 months
Local authorities n/a unlimited £4m 1yr
As per
Housing associations Colour bands £10m £2m colour
band
Category Fund rating*** M.on.ey Tran.saf:tlon Time limit
limit limit
Money Market Funds CNAV AAA £20m £4m liquid
Money Market Funds LVNAV AAA £20m £4m liquid
Money Market Funds VNAV AAA £20m £4m liquid

* The yellow colour category is for UK Government, or its equivalent, money market funds and collateralised
deposits where the collateral is UK Government debt.

** Non-UK Bank (£6m) is within the total category limit of £20m for all banks.

*** Please note: “fund” ratings are different to individual counterparty ratings; Pooled funds are in essence
the same as AAA money market funds but they require 3 days’ notice for the return of our funds. This slight
reduction in cash flow is rewarded by a slightly increased interest rate. Link Treasury Services Ltd suggest
that these funds are used for longer term investments and the ordinary money market funds to manage cash

flow



Creditworthiness.
Significant levels of downgrades to Short and Long-Term credit ratings have not materialised since the crisis
in March 2020. In the main, where they did change, any alterations were limited to Outlooks. Nonetheless,

when setting minimum sovereign debt ratings, this Commissioner will not set a minimum rating for the UK.

Credit Default Swap (CDS) prices

Although bank CDS prices, (these are market indicators of credit risk), spiked upwards during the days of the
Truss/Kwarteng government in the autumn of 2022, they have returned to more average levels since then.
However, sentiment can easily shift, so it will remain important to undertake continual monitoring of all
aspects of risk and return in the current circumstances. Link monitor CDS prices as part of their
creditworthiness service to local authorities and the Commissioner has access to this information via its Link-

provided Passport portal.

Limits
Due care will be taken to consider the exposure of the Commissioner’s total investment portfolio to non-

specified investments, countries, groups and sectors.

a. Non-specified treasury management investment limit. The Commissioner has determined that it will
limit the maximum total exposure of treasury management investments to non-specified treasury
management investments as being a total of £2m in the treasury management investment portfolio.

b. Country limit. The Commissioner has determined that it will only use approved counterparties from

the UK and from countries with a minimum sovereign credit rating of AA from Fitch.

C. No more than £6 Million (12% at full capacity) will be placed with any non-UK country at any time;
d. Sector limits will be monitored regularly for appropriateness.
e. Whilst these limits also apply to the Commissioner’s own bankers in the ordinary course of business if

that bank's lowest rating falls below ‘A-" balances will be maintained for operational purposes only

and minimised on a daily basis. A non-investment limit of £1m will apply in such circumstances.
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